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® Reassembly-Free Deep Packet Inspection
® Deep packet inspection for SSL

o Stateful packet inspection

® TCP reassembly

o Stealth mode

e Common Access Card (CAC) support

® DOS attack protection

* UDP/ICMP/SYN flood protection

e URL filtering

e Anti-proxy technology

e Keyword blocking

¢ Bandwidth manage CFS rating categories
e Unified policy model with app control

¢ 56 Content filtering categories

TZ600  NSA2600 NSA3600 NSA4600 NSAS600 NSAG600 SM9200  SM9400  SM9600  SM9800 SM-E10400 SM-E10800
PERFORMANCE
Firewall Throughput | 300M 750M 136 146 15G 196G 34G 60G 9.0G 126 156 206G 206 406G 206 406G
Threat Prevention 100M 300M | 900M | 1.0G 116 700M 116G 206 30G 456 50G 10G 115G 26 156 306
Throughput
Full DPI(Anti Virus) 50M 100M | 300M | 400M | 500M 300M 500M 800M 166G 30G 356G 456G 50G 10G 60G 126
Throughput
IPSecVPN Throughput | 100M 30M | 90M | 10G 116G 11G 15G 306 45G 50G 506 106 115G 18G 756G 16
Maximum Sessions 10K 50K 100K | 125K 150K 225K 325K 400K 5625K | 750K 125M | 1.25M 15M 3.0M 6.0M 12M
New Connections/Sec | 1,800 5000 | 6000 | 8000 12€ 15K 20K 40K 60K 90K 100K 130K 130K 280K 320K 640K
IPSecVPN Tunnel 10 10 20 25 50 75 800 1500 4000 6000 10000 | 10000 | 10000 | 10000 | 10,000 10,000
IPSecVPN Client(Max) 5 10 25 2 2 250 1,000 3,000 4,000 6,000 4,000 6000 | 10000 | 10000 | 10,000 10,000
SSLVPN Client(Max) 10 50 100 150 200 250 350 500 1,000 1,500 3000 3000 3000 50 50 50
HARDWARE
10/100/1000 5 5 7 8 10 8 12 12 12 8 8 8 8 8
Interface
1G SFP Interface ] . . . . 4 4 4 8 8 8 8 12 16 16
10G SFP+ Interface - . . . 2 2 2 4 4 4 4 4 6 6
Size Desktop Desktop | Desktop | Desktop | Desktop 1 (s U U i) iy U 1 2U 4U 4U
Power Single Redundant
SonicPoints supported | -, 8 16 16 2% » 48 et % 128 128 128 128 - -
(Maximum)
H = =
SonicOS FL 7Is
Firewall Web content filtering Wireless LAN

® Built-in wireless controller

© 802.11 a/b/g/n/ac

o WPA/WPA2, TKIP, WEP

© 802.1x, EAP-PEAP, EAP-TTLS

Intrusion prevention

e Over 8,150 built-in IPS/Spyware signatures
e Signature-based scanning

® Automatic signature updates

e Outbound threat prevention

® IPS exclusion list

® GeolP and reputation-based filtering

® Regular expression matching

VPN

e |[PSec VPN for site-to-site connectivity

e SSL VPN or IPSec client remote access

¢ Redundant VPN gateway

* Mobile Connect for Apple® iOS and Google®
Android™

¢ Route-based VPN

QoS

o CoS designator, DSCP and 802.1p QoS Egress
and Ingress bandwidth manageemnt Policy,
Application, user based QoS

Anti-Virus

e Over 20,000 built-in AV signatures

o All TCP Stream-based AV scanning

® No file size limitation

* Gateway anti-virus

® SSL decryption

e Compressed file scanning
 Bi-directional inspection

® Over 47 Million CloudAV threat database

Networking

e Dynamic routing(RIP, OSPF, BGP)

e Policy-based routing

e Advanced NAT

® NAT load balancing

® DHCP server

¢ Bandwidth management

e Link aggregation

e Port redundancy

® Inbound/outbound load balancing
e |2 bridge, wire mode, tap mode, NAT mode

High Availability

o Active/Passive high availability
e Active/Active DPI

o A/A clustering(Max 8 boxes)

¢ Configuration and Session sync

Application control

e Over 3,760 application signatures

® Application control

® Application component blocking

® Application bandwidth management

e Custom application signature creation

® Application traffic visualization

¢ Data leakage prevention

® Application reporting over NetFlow/IPFIX
* Single Sign-On (SSO)

® User activity tracking

e Comprehensive application signature database

VolP

e Advanced QoS

e Bandwidth management

e DPI for VolP traffic

¢ H.323 gatekeeper and SIP proxy support

Management and monitoring

* Web GUI

e Realtime application/user/traffic monitoring
e Command line interface (CLI)

* SNMPv2/v3

e Centralized management and reporting
® Logging

 Netflow/IPFix exporting

¢ App traffic visualization

e LCD management screen

e Centralized policy management

e Terminal service/Citrix support

e Solera Networks Forensics integration
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