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Hardware overview

Firewall General

Operating System SonicOS 7.0

8x1GbE, 8x1GbE, 8x1GbE,

Interfaces ZBSé(BagEO ZSGéSZEO 2x2.5GbE, 2x5GbE, 2x10GbE,

1 Console’ 1 Console’ 2 USB 3.0, 2 USB 3.0, 2 USB 3.0,

1 Console 1 Console 1 Console

Optional up to
Storage expansion slot Optional up to 256GB 256GB, 32GB
included
Access points supported (maximum) 16 | 16 | 32 32 32
Firewall/VVPN performance

Firewall inspection throughput 2.0 Gbps 3.0 Gbps 3.5 Gbps 4.0 Gbps 5.0 Gbps
Threat Prevention throughput 750 Mbps 1.0 Gbps 1.5 Gbps 2.0 Gbps 2.5 Gbps
Application inspection throughput 1.0 Gbps 1.5 Gbps 2.0 Gbps 2.5 Gbps 3.0 Gbps
IPS throughput 1.0 Gbps 1.5 Gbps 2.0 Gbps 2.5 Gbps 3.0 Gbps

TLS/ Sitr'gjgﬁgf”(ggf ggf)r yption 300 Mbps 500 Mbps 600 Mbps 750 Mbps 800 Mbps
IPSec VPN throughput® 750 Mbps 1.3 Gbps 1.5 Gbps 1.8 Gbps 2.1 Gbps
Connections per second 6,000 9,000 12,000 16,000 25,000

Maximum connections (SPI) 750,000 900,000 1,000,000 1,250,000 1,500,000
Maximum connections (DPI) 150,000 200,000 250,000 400,000 500,000

Site-to-site VPN tunnels 50 100 150 200 250

IPSec VPN clients (maximum) 5 (200) 5 (200) 5 (200) 10 (500) 10 (500)
SSL VPN licenses (maximum) 1 (50) 2 (100) 2 (150) 2 (200) 2 (250)

SONICWALL



SonicWall Switch A|l2|=

SD-Branch /&2 st I1M8s

AR Al2|=

SonicWall AR|X|= EMgSH Msut 22| HO|
A2 NSolHA I&0| HELRIT A M
2 NSELIch S 2ot BN, =2 ZE U
I, PoE (Power over Ethernet) S 2 HE]|
7I7HIE M52 SAT|Y (SMB) & AZEQ|
0 Ho| €| (SD-Branch) 7+40i| 0§ 0|
AHRILICE, O|F Soll HERZ =20l 2A
Q10| 7|Ho| CIX|E Tetg sl Halst=
HER3 2 =0t etA0f ti3al LIE &+ /US
LICH

SonicWall Secure SD-Branch £M2
= Tl XIE AFRAZ 746t T Fofl
SE TN E 2™ EXIE M3ste &
SHEE MIZ3sto] X|FM ARt Gl
AMSHCE SonicWall SDBranch 74 @A
= Secure SD-WANO]| =St El SonicWall
RIMICH 234 Zero-Touch HHE 7} 2§ =l
Capture Security Center, SonicWall A|X|,
SonicWave 2MA HQIE (AP), Capture
Client 2 Cloud App Security2 T-&EL|C}

o

SonicWall Secure SD-Branch7t MZ3t=
FAME Solf ==I2 olxl o st 7HEE
Ho|H S2HRE 40| E = UFLICHL &t
MiCH Eehx| Mete| Ea 24 21 SonicWall
ARR= HalHE S #e2l=o A
SonicWall 2IZ2h= £ FHollAM ST 2|8
LICt gispHEnt ZIUsH| SSeEM 0] &
N2 S8 HOF EiMIQ| 0|-S 2|1 HHE,
22| ¥ 22X 2 thestete 2 MS

=]

r

mEI

-

0

High Capacity Firewall
Providing Security

at the Edge

(]
L
@ G

Box
Google Suite
Dropbox

DMZ

&

Cm ‘

C V AP2
O/T ]

Office 365 Firewall m

0 EfAF ARIX|0fl A
2t EfiMIe] SEttE A ELICE

0|2t &7l SonicWall AIX[= & AMlA0f
X U= KAl XIS WEA S0 &+~ U
= 75zt &7 M2 BX| HiZ 7S5 MSE
LICh 2t2|Xk= HIE0| Ho| E= T I
210|= A 2IXIoil Ol=2{8t AIXIE H=11 OF
TISHA| bHZE & 4~ UELICE

CHISH 7150] 225 & 0] ABH & AQIX|= 0f
HX| g2l dAle] AY & WE=Z MSE
LICE 7|7HIE 2 10 7|7HIE ooyl ZET}
8 7HollAf 48 JW7HK| 2t == 7712 BH=2
MB =M, o] A9Xl= SonicWall REMICH
3H 2 SonicWave AP2} 21&H5HA| ZS3510{
BE 2t OEE 7PHIE 22t HEQIZE 4
BiLICE oleull ZE&= AP, VOIP &t & IP
Zioletet 22 ciefet o MES 2

4= U= PoE SHE MSELIC

-

QoSet &2 7|52 AtE3sI0 ToAM =5t
= 32 SH 3918 2§t VOIPRH 22 WE
39| EF Eefuof] M &=E B
Ct. HIERIZNAN HXIE &A 2ot 73
Z+E FAIRLLC T3 = VLANS A
S5t 2212 23 & 2 QU1 802.1X 151t
Z2 752 S5l 7|g2 PCI &4 |XIE
2= QUELC

Segment One

()

(|
APL Q

Segment Two

oo () i
L]

Segment Three

/]
- =

(oo o o e

Slo|2I0| E:

* SD-Branch

- 25 S e

* Zero-Touch H{ZZ

- S HoFEfA

« Layer 2 A%

* Multi-gigabit 8=
* 8/24/48-port 2!
« C}USH PoE SM

+ QoS XI¢

* Switch AEH X|2
cHEYZ MRS 7™ &
- SWESH 37|

« OflHX] &= A7



SonicWall 22|X| A|2|= 7|S:

» Edge Port / Port Fast

* VLAN Tagging

* Guest VLAN and Voice VLAN
* Link Aggregation with LACP

* [EEE 802.1ab LLDP-MED
* DHCP-Snooping

Management and Configuration
» Switch Auto-Discovery
* Daisy chaining

« Software Upgrade of Switches (From Quality of Service

Firewall) * Unicast/Multicast traffic balance over - |EEE 802.1p Based Priority Queuing
* Centralized VLAN Configuration trunking port * [P TOS/DSCP Based Priority Queuing
* Static/Dynamic LAG * Spanning Tree Instances (MSTP/CST)
* STP * Flow Control and Back-pressure Management
* LLDP/MED » 10Base-T « IPv4 Management
* IGMP Snooping * 100Base-TX . SSH
« Static Routing » 1000Base-SX/LX «HTTPS

» 1000Base-T

» Gigabit Ethernet support

* 10 Gigabit Ethernet (available on 24 and
48-port models only)

* SNMP v1N2ci3

* Firewall Management, Standard CLI and
* Web GUI Interface

« Software download/upload: TFTP/

Security and Visibility
» 802.1x Authentication
* Syslog Collection

« DHCP Snooping *« CSMA/CD A.cce.ss Method and Physical Firewall/GUI
« Device Detection (In Firewall) Layer Specifications « Managed through Capture Security
- IPIMAC ACL * Storm Control Center
* MAC, IP, Ethertype-based VLANs
Firewall Features Enforced on : 2?:(. Mérro:ng Management
Management Firewall auc Routing * RFC 2571 Architecture for Describing
. * DHCP Relay
* Firewall « IGMP Snooin SNMP
- IPS, AV, Application Control, Botnet ping « DHCP Client
. e *« RADIUS
Layer 2 Sicgilty and Visibility * Ethernet-like Interface MIB
* Jumbo Frames * MIB-II

* Port Mirroring

* Admin Authentication Via RFC 2865
RADIUS

* |EEE 802.1x authentication Port-based

* |EEE 802.1x Authentication MAC-based

* |EEE 802.1x Guest and Fallback VLAN

* |EEE 802.1ab Link Layer Discovery
Protocol (LLDP)

* |P Forwarding Table MIB

* SNMP Message Processing and
Dispatching

* SNMP MIB Il

* SNMPv1N2c

» Auto-negotiation for Port Speed and
Duplex

* MDI/MDIX Auto-crossover

* MAC Bridging/STP

* Rapid Spanning Tree Protocol (RSTP)

* Multiple Spanning Tree Protocol (MSTP)

* STP Root Guard

» STP BPDU Guard

HIZ MIS At

Hardware SWS12-8 SWS12-8POE ~ SWS12-10FPOE SWS14-24 SWS14-24FPOE SWS14-48 SWS14-48FPOE
1G Copper 8 8 10 24 24 48 48
1G SFP 2 2 2 - - - -
10G SFP+ - - - 4 4 4 4
Total Interfaces 10 10 12 28 28 52 52
Memory(MB) 256 256 256 512 512 512 512
Flash(MB) 32 32 32 128 128 128 128
Packet HIH 512K 512K 512K 1.5M 1.5M 2M 2M
Mac HIO|& 8K 8K 8K 32K 32K 32K 32K
ARE M5 20 Gbps 20 Gbps 24 Gbps 128 Gbps 128 Gbps 176 Gbps 176 Gbps
PoE Standard - 802.3af 802.3af - 802.3af/at - 802.3af/at
PoE Power(Watts) - 55 130 - 410 - 740
FAN - - 1 - 2 1 3
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SonicWall Network Security appliance(NSa) series
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Hardware overview NSa 2700 NSa 3700 NSa 4650 NSa 5650 NSa 6650 NSa 9250 NSa 9450 NSa 9650
Firewall General
Operating System SonicOS 7.0 | SonicOS 7.0.1 SonicOS 6.5.4
2 x 10-GbE 6 x 10-GbE
2x 10-GbE SFP+, SFP+, 10x 10-GbE | 10x 10-GbE | 10 x 10-GbE
16x1GbE, 24x1GbE, Ax 2.5—ébE 2 x 10-GbE, 2 x 10-GbE, SFP+, SFP+, SFP+,
3x10G SFP+, | 6x10G SFP+, SFP 4 x 2.5-GbE 4 x 2.5-GbE 2 x 10-GbE, 2 x 10-GbE, 2 x 10-GDbE,
Interfaces 2USB3.0,1 4x5G SFP+, 4% 2,5—E3bE SFP, SFP, 8 x 2.5-GbE, 8 x 2.5-GbE, 8 x 2.5-GbE,
Console, 2 USB 3.0, 16 x 1—GbE' 4 x 2.5-GbE, 8 x 2.5-GbE, 8 x 1-GbE, 8 x 1-GbE, 8 x 1-GbE,
1 Management | 1 Console, 1 1 GbE ’ 16 x 1-GbE, 8 x 1-GbE, 1 GbE 1 GbE 1 GbE
port Mgmt. port Managemment 1 GbE 1 GbE Management, | Management, | Management,
9 | Management, | Management, 1 Console 1 Console 1 Console
1 Console 1 Console 1 Console
Built-in storage (SSD) 64GB M.2 128GB M.2 32 GB 64 GB 64 GB 1TB,128GB | 1TB,128GB | 1TB, 128 GB
Access points supported (maximum) 32 32 128 192 192 192 192 192
Firewall/VVPN performance
Firewall inspection throughput 5.2 Gbps 5.5 Gbps 6.0 Gbps 6.25 Gbps 12.0 Gbps 12.0 Gbps 17.1 Gbps 17.1 Gbps
Threat Prevention throughput 3.0 Gbps 3.5 Gbps 2.5 Gbps 3.4 Gbps 5.5 Gbps 6.5 Gbps 9.0 Gbps 9.4 Gbps
Application inspection throughput 3.6 Gbps 4.2 Gbps 3.0 Gbps 4.25 Gbps 6.0 Gbps 7.8 Gbps 10.8 Gbps 11.5 Gbps
IPS throughput 3.4 Gbps 3.8 Gbps 2.3 Gbps 3.4 Gbps 6.0 Gbps 7.2 Gbps 10.2 Gbps 10.3 Gbps
LS/ Sitr'gjgﬁgﬁ’“(sgf ggf)r YPUON | 800 Mbps 850 Mbps 675 Mbps 800 Mbps 1.45 Gbps 1.5 Gbps 2.1 Gbps 2.25 Gbps
IPSec VPN throughput® 2.10 Gbps 2.2 Gbps 3.0 Gbps 3.5 Gbps 6.0 Gbps 6.75 Gbps 10.0 Gbps 10.0 Gbps
Connections per second 21,500 22,500 40,000 40,000 90,000 90,000 130,000 130,000
Maximum connections (SPI) 1,5M 2M 3M 4M 5M 7.5M 10M 12.5M
Maximum connections (DPI) 0.5M 0.75M M 1.5M 2M 3M 4M 5M
Site-to-site VPN tunnels 2,000 3,000 4,000 6,000 8,000 12,000 12,000 12,000
IPSec VPN clients (maximum) 50 (1,000) 50 (1000) 2,000 (4,000) | 2,000 (6,000) | 2,000 (6,000) | 2,000 (6,000) | 2,000 (6,000) | 2,000 (6,000)
SSL VPN licenses (maximum) 2 (500) 2 (500) 2 (1,000) 2 (1,500) 2 (2,000) 2 (3,000) 2 (3,000) 50 (3,000)
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